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Abstract

Urban analytics increasingly depends on combining sensitive municipal administrative records with heterogeneous sensing data,
yet such integration is often constrained by privacy, governance, and data-sharing rules. This paper asks whether a municipality can
report a monthly district-level ambient particulate-matter exposure proxy for an enrolled kindergarten cohort without sharing raw
child-level records. The case study links kindergarten enrolment data in Sofia with citizen-sensed PM2.5 and PM10 measurements
through a three-pipeline workflow: municipality-side privacy processing, air-quality curation, and consumer-side analytics using
only a released cohort and public district centroids. Air-quality data alone can describe ambient pollution, but the cohort release is
required to define which children, age ranges, kindergartens, and districts are represented in the reporting population. For January
2025, the release contains 3,440 children and satisfies k-anonymity at k = 12 with respect to district, age range, and kindergarten,
with no violating equivalence classes. Across k ∈ {5, 8, 12, 16, 20}, retention decreases from 97.5% to 87.3%, and represented
districts decrease from 24 to 22. On the overlapping district set, district mean PM2.5 summaries remain highly stable relative to
the k = 5 release, with Spearman ρ ≥ 0.988 for k ≥ 8 and MAE below 0.3 µg/m3. In a geocoding diagnostic, 45.9% of sampled
administrative addresses were resolved under the evaluated protocol, motivating centroid linkage as a coverage-versus-precision
design choice. The findings are bounded to one city, one reporting month, and a district-scale reporting task.

1. Introduction

Urban analytics increasingly relies on linking sensitive muni-
cipal records with heterogeneous sensing streams. This enables
district-level reporting and planning, but introduces a central
tension: reporting utility must be balanced with privacy, gov-
ernance, and disclosure constraints (Peeters et al., 2024, Bern-
ardo et al., 2024).

A particularly difficult case arises when one source is a mu-
nicipal register containing person-level information. Such re-
cords may include direct identifiers, institutional assignments,
and residential address strings that cannot be shared across or-
ganisational boundaries without strong safeguards. In addition
to legal and governance barriers, address-based linkage is of-
ten fragile in operational settings. Administrative addresses are
frequently incomplete or inconsistently formatted, making ex-
ternal geocoding unreliable and introducing missingness or bias
into downstream analyses. As a result, even when a city has
both administrative and sensing data available, turning it into a
usable cross-institutional workflow remains non-trivial.

This paper addresses that challenge by proposing a privacy-
preserving data-sharing workflow for urban environmental
analytics. The specific analytical question is not only envir-
onmental but also cohort-specific: how can a monthly district-
level ambient particulate-matter exposure proxy be reported for
enrolled kindergartners when the raw municipal cohort can-
not be shared? Air-quality stations and district boundaries can
already produce an ambient pollution map, but they cannot
identify which enrolled children, age groups, kindergartens,
and districts are represented in the reporting population. In-
stead of transferring raw enrolment records, the municipality

publishes a bounded cohort release in which direct identifi-
ers and free-text addresses are removed, quasi-identifiers are
controlled through k-anonymity, and only fields needed for
downstream analysis are shared. The paper therefore quanti-
fies how stricter disclosure controls affect retained cohort size,
subgroup coverage, district representation, and district-level
outputs, allowing stakeholders to judge both protection and
usability for the intended task.

The paper makes three contributions. First, it presents a data-
sharing workflow that combines sensitive municipal microdata
with urban sensing data without releasing raw personal records.
Second, it provides a measurable privacy–utility evaluation
across alternative k thresholds using cohort retention, sub-
group coverage, represented-district coverage, and district-level
PM2.5 summary stability. Third, it offers a reproducible city-
scale case study in Sofia for privacy-governed environmental
analytics, showing how district reporting can be supported
through a privacy-preserving cohort release and consumer-side
spatial linkage.

2. Related Work

Related work relevant to this study spans three threads that
are often treated separately: release-oriented privacy protection
for microdata, governance-compatible data sharing across or-
ganisations, and environmental analytics using heterogeneous
sensing infrastructures. The present case sits at their intersec-
tion. Unlike work that focuses only on legal framing or only on
modelling outcomes, our focus is practical: how a municipality
can release a constrained cohort dataset that remains usable for
district-level reporting in a cross-institutional workflow.
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In privacy-preserving microdata publishing, k-anonymity re-
mains influential because it is interpretable, auditable, and easy
to explain (Sweeney, 2002). Its weaknesses, including attribute
disclosure in homogeneous groups, motivated extensions such
as ℓ-diversity and t-closeness (Machanavajjhala et al., 2006,
Li et al., 2007). Differential privacy offers stronger formal
guarantees, particularly for interactive query systems, but often
requires mechanism and workload choices that are less aligned
with periodic municipal releases (Dwork, 2006). For this
reason, many public-sector settings still rely on release-time
transformations and minimum-group-size rules as a practical
control layer. Our work follows that line by using k-anonymity
as a declared release constraint and then quantifying its analyt-
ical consequences rather than treating compliance as sufficient
evidence of utility.

In parallel, urban data-sharing research highlights that city data
ecosystems are institutionally fragmented and difficult to integ-
rate through full centralisation. Dataspace-oriented approaches
and IDS-inspired architectures therefore emphasise interoper-
able exchange under explicit governance conditions (Halevy et
al., 2006, Peeters et al., 2024, Otto and Jarke, 2019, Firdausy
et al., 2022, Dam et al., 2023). This literature clarifies roles,
policies, and connector-based interoperability, but less often re-
ports how privacy transformations in one organisation propag-
ate to downstream statistical outputs in another. The present
paper complements this gap by analysing data-plane behaviour
once sharing permissions are assumed to be in place, with meas-
urable effects on retention, subgroup coverage, and district rep-
resentation.

Finally, citizen-sensing and environmental-health studies show
that particulate-matter exposure can be analysed at urban scale
when population and monitoring data are combined, and that
such linkage can inform health-relevant planning (Gauderman
et al., 2004, Mueller et al., 2020). At the same time, citizen-
sensing networks require curation because station availability
and data quality vary over space and time. Prior analyses
commonly assume that either detailed population locations are
available or geocoding succeeds sufficiently for robust link-
age. In municipal practice, however, address strings are often
inconsistent and sharing restrictions prohibit external access
to person-level location data (Bernardo et al., 2024). Our
contribution is therefore not a new exposure model; it is an
end-to-end, privacy-aware integration pattern that evaluates
whether district-level environmental summaries remain stable
as disclosure protection becomes stricter.

3. Methodology

3.1 Problem setting and use case

The problem addressed in this paper is common in municipal
analytics: urban decisions often require combining datasets
that are institutionally fragmented and unevenly shareable.
Municipalities maintain administrative records that are highly
informative for population-level analysis, while environmental
conditions are observed through separate sensing infrastruc-
tures operated by research organisations, public platforms, or
citizen-sensing communities. Bringing these sources together
can support district-level monitoring, reporting, and planning,
but it also raises privacy and governance challenges when one
dataset contains person-level information (Peeters et al., 2024,
Bernardo et al., 2024).

The aim is to produce monthly district-level ambient PM proxy
indicators for the enrolled-child cohort, together with retained-
cohort and subgroup-coverage measures. The privacy problem
is not that ambient air quality cannot be computed without per-
sonal data; it is that cohort-specific reporting requires knowing
which children are in scope and how the release represents them
across districts, ages, and kindergartens. This creates the cent-
ral integration challenge addressed in this paper: how can cross-
institutional urban analytics be supported when cohort compos-
ition is needed for reporting but raw enrolment records remain
non-shareable?

A second operational challenge concerns spatial linkage. In the
source setting, addresses are operational administrative strings
rather than validated coordinates. If precise address-level geo-
coding is treated as a prerequisite, unresolved or ambiguous ad-
dresses can reduce coverage and potentially distort outputs. For
district-scale reporting, a more robust alternative is to separate
privacy-sensitive internal processing from consumer-side ana-
lytics and use public spatial proxies where appropriate.

To address these constraints, the paper adopts a privacy-
preserving workflow for cross-institutional district reporting.
The stakeholder roles, data inputs, and pipeline steps are spe-
cified in the next subsection, and the workflow is evaluated in a
city-scale case study in Sofia.

3.2 Data and pipeline workflow

The workflow involves three stakeholders with distinct data re-
sponsibilities. First, Municipality acts as a data provider for
the administrative cohort data. It holds the original kindergarten
enrolment records and is responsible for transforming them into
a privacy-preserving release that can be shared for downstream
analysis.

Second, the Environmental monitoring platform acts as a
data provider for the air-quality data product. It curates sensor
metadata and historical measurements originating from a city-
wide citizen-sensing ecosystem in Sofia and publishes cleaned
daily station-level aggregates for reuse.

Third, a Healthcare authority acts as a data consumer of
the shared datasets. This stakeholder does not access raw
enrolment records, identifiers, or address strings. Instead, it
computes monthly ambient PM proxy indicators and district-
level summaries using only the released cohort, the curated
air-quality dataset, and public administrative boundary data.

The workflow comprises three connected pipelines. Pipeline 1
(municipality-side privacy processing) ingests raw enrolment
data, removes direct identifiers from the release, coarsens se-
lected attributes, and enforces the k-anonymity release rule.
Pipeline 2 (air-quality curation) validates sensor observations
and metadata, then produces daily station-level pollutant ag-
gregates. Pipeline 3 (consumer-side analytics) uses only
provider-approved inputs to compute monthly ambient PM
proxy assignments and district-level summaries.

This pipeline architecture separates provider-controlled privacy
processing from consumer-side urban analytics. In dataspace
terms, it assumes that access conditions and sharing permis-
sions are handled in a control plane, while the actual datasets
and derived outputs are exchanged through a data plane (Peeters
et al., 2024). This paper focuses on the behaviour of the data
plane once such an agreement is in place.
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The workflow integrates three data inputs that align with the
pipeline responsibilities: municipal enrolment records, a cur-
ated citizen-sensing air-quality product, and public administrat-
ive boundaries used for district-level spatial reference.

3.2.1 Municipal kindergarten enrolment data The ad-
ministrative source used in the case study is a municipality-
provided kindergarten enrolment dataset for Sofia Municipality.
In raw form, the dataset contains a direct child identifier, year
of birth, kindergarten assignment, district label, and free-text
residential address information. The address field is an oper-
ational administrative string used in municipal records, not a
validated coordinate or standardised geocoding product. From
an analytics perspective, these records are valuable because
they define the enrolled-child cohort for which environmental
reporting is required. From a privacy perspective, they are
highly sensitive because they combine direct identifiers with
quasi-identifying attributes and detailed location strings. The
geocoding diagnostic reported later therefore characterises the
evaluated sample and protocol, not the quality of all Sofia
addresses.

In the proposed workflow, the raw municipal data remains un-
der municipality control. It is used only within Pipeline 1 to
construct a privacy-preserving cohort release. The downstream
consumer never accesses raw identifiers or address strings.

3.2.2 Air-quality data The environmental source is derived
from a city-wide citizen-sensing ecosystem in Sofia. These
data provide broad spatial coverage across the city through a
network of distributed monitoring stations, but station activity
and measurement availability vary over time. For monthly re-
porting, the raw observations are therefore curated into a more
stable air-quality product.

Pipeline 2 produces two core outputs for downstream use: a
sensor registry containing candidate station identifiers, coordin-
ates, pollutants, and monthly activity flags, and a daily aggreg-
ates table containing station-level PM2.5 and PM10 summaries.
Candidate stations are those in the Sofia registry with valid co-
ordinates and at least one accepted PM observation in the Janu-
ary 2025 reporting period. Raw readings are first screened for
missing timestamps, missing coordinates, and invalid negative
pollutant values. Daily values are arithmetic means of accep-
ted observations by station, pollutant, and date; monthly values
are arithmetic means of valid daily station aggregates. A sta-
tion is treated as active for a pollutant in the reporting month
when it has at least one valid daily aggregate for that pollut-
ant. These outputs provide the environmental input for monthly
district-scale reporting. Both PM2.5 and PM10 are curated by
the same pipeline; PM2.5 is used as the primary pollutant in the
privacy–utility evaluation reported below.

3.2.3 Public administrative boundaries A third input to
the overall workflow is a public administrative boundary data-
set for Sofia Municipality. In this paper, “district” refers to
one of Sofia Municipality’s 24 municipal administrative dis-
tricts, which are used both in the source cohort and in the re-
porting output. The district is the finest geography retained in
the released cohort; it is not claimed to be the finest adminis-
trative unit that exists in the city. The boundary dataset version
used in the workflow is the public municipal district polygon
layer available at the time of the January 2025 run. Geomet-
ric centroids were computed for all district polygons and stored
in WGS 84 coordinates for station selection; no correction to

interior representative points was applied. Because district la-
bels are already present in the released cohort, these points can
be used for proxy assignment without requiring access to child-
level coordinates or raw addresses.

3.3 Privacy-preserving cohort release

The municipality-side pipeline produces a bounded cohort re-
lease for downstream analytics. The core idea is to share only
the cohort fields needed for the reporting task while exclud-
ing attributes that directly reveal identities or precise residential
locations.

The release process performs four key operations. First, dir-
ect identifiers are removed from the shared dataset. Second,
free-text address fields are excluded from the release. Third, no
stable person-level pseudonym is required for the one-month
district-level analysis reported here; released rows contain only
the attributes needed to compute cohort counts and subgroup
summaries. Fourth, the released cohort is filtered using k-
anonymity with respect to the quasi-identifier set

QI = (district, age range, kindergarten).

The variable age range is derived from year of birth using a
coarse categorisation appropriate for the reporting task. Re-
cords belonging to groups smaller than the threshold k are sup-
pressed from the released cohort. If future longitudinal work-
flows require a record key, any pseudonym should be project-
specific, used only inside the approved analytical workflow, and
not treated as anonymisation or as part of the k-anonymity guar-
antee.

This deliberately limits the scope of the privacy claim. The
release is evaluated only with respect to the declared quasi-
identifiers, and the paper reports group-size statistics and de-
scriptive risk proxies on that basis. Table 1 gives a minimal
synthetic example of the mechanism. The goal is a transparent
release mechanism compatible with reproducible downstream
analytics, not a complete solution to all possible disclosure
risks.

Table 1: Synthetic illustration of equivalence-class suppression
at k = 3; Kdg. denotes kindergarten.

In the example, district, age range, and kindergarten define one
equivalence class of size three and one of size two. At k = 3,
only the first class is released. The case study uses the same
rule with the actual threshold k = 12 and the full Sofia cohort.

3.4 Spatial linkage and exposure assignment

A key design choice in the workflow is the separation between
provider-side handling of sensitive location information and
consumer-side assignment of exposure. The consumer does
not receive address strings or child-level coordinates. Instead,
spatial linkage is performed using the district label contained
in the released cohort and public district centroids derived from
the administrative boundary dataset.

Record District Age range Kdg. Class size Action

P1 A 5–6 K1 3 keep
P2 A 5–6 K1 3 keep
P3 A 5–6 K1 3 keep
P4 B 6–7 K2 2 suppress
P5 B 6–7 K2 2 suppress
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For each district centroid, the consumer-side pipeline identi-
fies the nearest station with valid coordinates in the curated
sensor registry using great-circle distance. The nearest station
is pollutant-specific: if the initially selected station has no valid
PM2.5 daily aggregate in January 2025, the assignment is up-
dated to the nearest station active for PM2.5 in that month; the
same rule is applied to PM10. Missing pollutant observations
are not imputed. Monthly PM proxy indicators are computed
from the valid daily pollutant aggregates associated with the se-
lected station and joined to the retained cohort through the re-
porting geography. District-level summaries are then computed
from the retained release for each k, so their stability is eval-
uated empirically rather than assumed from the spatial-linkage
rule alone.

This centroid-based strategy is aligned with the intended re-
porting scale. The target is district-level urban environmental
analytics rather than household-level exposure modelling. The
resulting indicator is therefore an ambient PM proxy for co-
hort reporting and should not be interpreted as an estimate of
personal or household exposure. District centroids trade fine
spatial precision for privacy compatibility, reproducibility, and
robustness, while reducing dependence on external geocoding,
whose completeness and quality may be insufficient for reliable
administrative linkage.

3.5 Reproducibility and data plane implementation

The implementation uses a persistent DuckDB data plane to
store provider datasets and derived outputs across the three
pipelines. This supports reproducibility by allowing the re-
leased cohort, curated air-quality product, and monthly re-
porting outputs to be regenerated from a common analytical
snapshot. It also makes the privacy–utility evaluation audit-
able, because the same stored outputs can be reused to compute
release statistics, retention values, subgroup summaries, and
district-level comparisons.

This reproducibility matters because urban analytics workflows
are often reused across reporting cycles, months, and stake-
holder requests. A persistent data plane makes it easier to in-
spect what was released, what was computed, and how changes
in privacy settings affect city-level indicators. In that sense,
the case study is not only an environmental analytics exercise
but also an example of reproducible, privacy-aware urban data
sharing in practice.

4. Evaluation Design

4.1 Evaluation question and setting

The evaluation is designed to address a cohort-reporting ques-
tion: after replacing raw enrolment records with a privacy-
preserving release, how much cohort coverage and district-
level reporting utility remain for monthly particulate-matter
reporting? To answer it, the paper evaluates the release from
four complementary perspectives: privacy compliance under
the declared quasi-identifiers, retention of the released cohort
under alternative anonymity thresholds, represented-district
coverage and district-level environmental summaries, and dia-
gnostics for subgroup coverage and spatial linkage robustness.

The analysis is conducted for monthly reporting for January
2025, using a fixed city cohort and a fixed environmental data
product for the same month. The main operating point is k =

12, which is the threshold used in the case study release. To
quantify the privacy–utility trade-off more broadly, the same
release-and-evaluation procedure is repeated for

k ∈ {5, 8, 12, 16, 20}.

All reported metrics are computed from the reproducible data-
plane outputs generated by the workflow.

The evaluation is intentionally aligned with district-level re-
porting objectives. It does not assess household-level exposure
precision or clinical outcomes. Instead, it focuses on whether a
privacy-preserving municipal release can still support district-
scale environmental analytics in a reproducible and robust
manner. In this paper, high utility means sufficient cohort re-
tention, represented-district coverage, and stable district-level
summaries under privacy constraints, not preservation of all
fine-grained spatial detail.

4.2 Privacy metrics

Privacy is evaluated on the released cohort with respect to the
declared quasi-identifier set

QI = (district, age range, kindergarten).

Under this definition, each released record belongs to an equi-
valence class formed by identical values of the three quasi-
identifiers. For each operating point and alternative k value, the
evaluation reports the number of released records, the number
of equivalence classes, and descriptive statistics of class sizes,
including the minimum, median, mean, and maximum observed
group sizes.

To make the release threshold more interpretable, the paper also
reports a simple prosecutor-style risk proxy based on observed
group size, approximated as 1/group size. When the release
satisfies k-anonymity under the declared quasi-identifiers, the
maximum value of this proxy is bounded by 1/k. This quantity
is used solely as a simple descriptive indicator derived from the
released data; it is not intended as a comprehensive adversarial
risk model.

4.3 Utility metrics for downstream analytics

The utility evaluation focuses on the intended downstream use
of the released cohort: district-level environmental reporting.
Two types of utility measures are used.

First, retention is defined as the fraction of records that remain
in the released cohort after privacy filtering relative to a fixed
baseline cohort. The baseline is the deduplicated municipal
cohort restricted to records with non-missing quasi-identifier
values, so that variation across k reflects only the effect of
the disclosure-control rule rather than unrelated cleaning steps.
Formally,

where nk is the number of records retained under threshold k.

Second, the evaluation measures whether district-level environ-
mental summaries remain stable as the privacy threshold be-
comes stricter. The main summary output is the district mean
PM2.5 value computed from the consumer-side monthly PM
proxy assignments. PM2.5 is used as the primary pollutant for
the privacy–utility comparison; PM10 is curated by the same

Retention(k) =
nk

nbaseline
, (1)
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pipeline and follows the same station-selection and monthly
aggregation logic. Stability is assessed relative to the k = 5
release using two complementary measures: Spearman rank
correlation, which captures whether districts remain similarly
ordered from lower to higher PM2.5, and mean absolute er-
ror (MAE), which captures the magnitude of change in district
mean PM2.5 values.

Because stronger privacy filtering can suppress all cohort re-
cords in some districts, utility metrics are computed on the over-
lapping district set represented in both the k = 5 reference re-
lease and the threshold-k release. The overlap size is reported
alongside the stability metrics, so that high agreement is not in-
terpreted independently of lost district coverage. The k = 5 re-
lease is the lowest-threshold comparator available in the shared
evaluation, not a raw-data ground truth. A complete unsup-
pressed comparator is left for future internal aggregate valida-
tion, where it can be computed without disclosing child-level
records.

4.4 Subgroup and spatial diagnostics

Overall retention can conceal uneven effects across the city. To
make these representativeness issues visible, the evaluation also
reports subgroup retention by district and by age range. These
diagnostics show whether stronger privacy thresholds dispro-
portionately reduce coverage for particular districts or demo-
graphic subgroups. When discussing the lowest-retention dis-
tricts, attention is restricted to districts with sufficiently large
baseline counts in order to avoid unstable percentages driven
by very small denominators.

A final diagnostic addresses the robustness of the workflow’s
spatial linkage strategy. Since the consumer pipeline relies on
district centroids rather than address-level geocoding, the evalu-
ation includes a separate internal comparison between centroid-
based locations and third-party geocoded points derived from
sampled administrative addresses. This diagnostic is reported
only in aggregated form and serves two purposes: it quantifies
the spatial distortion introduced by centroid-based linkage and
measures the success rate of external geocoding for the sampled
administrative addresses. Together, these quantities help inter-
pret the operational trade-off between fine spatial precision and
reproducible, privacy-compatible city reporting.

5. Results

This section reports the empirical behaviour of the proposed
workflow for the January 2025 city-scale case study and evalu-
ates whether the privacy-preserving release remains usable for
district-level environmental analytics. The results answer five
questions: how the released cohort is constructed from the mu-
nicipal source, whether the release satisfies the declared privacy
rule at the operating point, how retention, represented-district
coverage, and district-level PM2.5 stability change across al-
ternative k thresholds, which subgroups are most affected by
filtering, and how robust the centroid-based spatial linkage
strategy is in practice.

5.1 Released cohort construction

The raw municipal enrolment file is transformed into the re-
leased cohort used by the downstream consumer. The raw data-
set contained 4,003 rows. After initial cleaning, 3 records with

invalid identifiers were removed, leaving 4,000 valid rows. De-
duplication was then enforced to produce a fixed baseline co-
hort of 3,681 records, one row per child. This deduplicated
cohort serves as the reference population for all subsequent re-
tention calculations. Applying the privacy filter at the operating
point k = 12 suppressed 241 additional records that belonged
to equivalence classes smaller than the threshold. The result-
ing released cohort therefore contains 3,440 children. Table 2
summarises the construction of the released cohort.

This illustrates the effect of the provider-side release pipeline.
The consumer does not operate on the full municipal dataset,
but on a reduced, privacy-filtered cohort whose size is determ-
ined by source data quality, deduplication, and the anonym-
ity threshold. In reporting terms, this released cohort defines
the population that can be included in downstream district-level
analytics without exposing raw personal records.

Table 2: Cohort construction and release size for the evaluated
Sofia case.

5.2 Privacy compliance at the operating point

The released cohort is evaluated to check whether it satisfies
the declared privacy rule. Privacy is assessed with respect to
the quasi-identifier set

QI = (district, age range, kindergarten).

Under this definition, the 3,440 released records are partitioned
into 145 observed equivalence classes. The minimum observed
class size is 12, which matches the configured release threshold,
and there are no violating groups in the released cohort. Group
sizes are not concentrated entirely at the lower bound: the me-
dian class size is 19, the mean is 23.72, and the largest class
contains 93 records.

For interpretability, a simple prosecutor-style risk proxy is com-
puted as the reciprocal of the observed class size. Under this
proxy, the maximum observed value in the released cohort is
1/12 ≈ 0.083. The record-weighted mean of this reciprocal
class-size proxy is 145/3440 ≈ 0.042, while the unweighted
mean across the 145 observed equivalence classes is 0.053.
These quantities do not constitute a full adversarial disclosure
model, but they provide a transparent description of the release
under the declared quasi-identifiers.

This confirms that the provider release pipeline produces an
auditable cohort release satisfying the stated privacy rule at the
chosen operating point. Downstream district-level analytics can
therefore be based on measurable group-size protection rather
than informal minimisation alone.

5.3 Privacy–utility trade-offs across k

The main experiment of the study quantifies how reporting
utility changes as the anonymity threshold increases. Table 3
reports the released cohort size, retention relative to the fixed
deduplicated baseline, overlap in represented districts, and

Step Rows Change

4,003 n/aRaw municipal input 
After identifier cleaning 4,000 −3

3,681Deduplicated baseline cohort 
Released cohort at k = 12 3,440

−319
−241
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district-level PM2.5 stability relative to the k = 5 reference
release.

Retention declines monotonically as k increases. At k = 5,
3,590 children remain in the released cohort, corresponding to
a retention of 97.5% relative to the baseline. At the operating
point k = 12, 3,440 children remain, corresponding to 93.5%
retention. At k = 20, the released cohort decreases to 3,212
children, or 87.3% retention. This makes the cost of stronger
privacy thresholds directly visible: more restrictive anonymity
requirements suppress a larger share of the municipal cohort.

District-level environmental summaries remain comparatively
stable under this stronger filtering. Using district mean PM2.5

as the main downstream reporting quantity, Spearman rank cor-
relation relative to the k = 5 reference is at least 0.988 for
all evaluated thresholds k ≥ 8 on the overlapping district set.
MAE in district mean PM2.5 remains below 0.3 µg/m3 for all
reported settings. These results indicate that, for January 2025,
the district ordering and magnitudes of the summary output
change only slightly as more records are suppressed.

This stability must be read alongside district overlap. The com-
parison includes 24 districts at k ∈ {5, 8}, 23 at k ∈ {12, 16},
and 22 at k = 20. The results therefore support a qualified con-
clusion: privacy filtering reduces cohort size and can remove
some districts from the release, but among the districts that
remain represented, district-level PM2.5 summaries are highly
stable in this case study.

Table 3: Privacy–utility trade-offs across anonymity thresholds.
Retention is relative to the fixed deduplicated baseline cohort
(n = 3,681). District PM2.5 stability is computed relative to
the k = 5 release on the overlapping district set Dk; MAE is
reported in µg/m3.

These results allow privacy settings to be interpreted through
measurable reporting consequences. Stakeholders can see how
many records remain available, how many districts remain rep-
resented, how strongly district-level PM2.5 summaries change,
and which subgroups lose coverage under stricter thresholds.

5.4 Subgroup coverage effects

Overall retention does not fully capture the release’s impact
on the city. To assess representativeness more explicitly, sub-
group retention was examined by district and by age range. The
strongest variation appears across districts. At k = 12, district-
level retention has a median of 0.928, but the lower tail is sub-
stantially weaker, with a 5th percentile of 0.623. By contrast,
age-range retention is more concentrated at the same threshold,
with a median of 0.958 and a 5th percentile of 0.813.

The lowest-retention districts at k = 12 are shown in Table 4,
restricting attention to districts with baseline counts of at least
30 in order to avoid unstable percentages driven by very small
denominators. Bankya is fully suppressed at the operating
point, while Pancharevo, Novi Iskar, Kremikovtsi, and Ilinden

all show noticeably reduced retention. This means that the pri-
vacy filter does not simply reduce the cohort uniformly across
the city; it also changes which districts remain visible in down-
stream reporting.

Table 4: Lowest district retention at k = 12 among districts
with baseline count n ≥ 30.

This result is important because district-level reporting is inter-
preted both geographically and statistically. A privacy configur-
ation that preserves summary stability on represented districts
may still disproportionately reduce visibility for smaller or less
represented districts. Retention by subgroup should therefore
be considered alongside headline privacy–utility curves when
selecting a release threshold.

5.5 Spatial utility and geocoding robustness

For the spatial-linkage diagnostic, the consumer pipeline uses
district centroids instead of address geocoding. A separate in-
ternal diagnostic compared centroid-based locations with third-
party geocoded points obtained from a simple random sample
of 1,000 deduplicated complete-case administrative records
with non-empty address strings. Address strings were trimmed,
obvious repeated whitespace was removed, and Sofia/Bulgaria
context was appended before geocoding; no manual correction
of individual addresses was performed. A geocoding attempt
was counted as successful only when the service returned a
point that could be interpreted as being in Sofia Municipality.
Distances were computed between the district centroid and re-
turned point after projecting coordinates to a metric coordinate
reference system for distance calculation.

Only 459 of the 1,000 sampled addresses were successfully
geocoded, corresponding to a success rate of 45.9% for this
sample and protocol. This should not be read as a general prop-
erty of all Sofia addresses. Rather, it indicates that relying on
external geocoding for this dataset would leave many sampled
records unresolved before privacy filtering. On the successfully
geocoded subset, the median distance between the centroid-
based location and the geocoded point is 4.06 km, the mean
distance is 5.75 km, and the 95th percentile is 14.44 km. These
values show the expected coverage-versus-precision trade-off:
centroid assignment gives deterministic district coverage but
should not be interpreted as household-level exposure.

These results support public administrative centroids as a com-
promise between precision and robustness. The workflow does
not aim to preserve household-level location accuracy or sup-
port individual exposure inference. Instead, it prioritises re-
producible district-level linkage that is privacy-compatible un-
der the stated release constraints when raw municipal addresses
cannot be shared and geocoding may be incomplete under the
available protocol.

6. Discussion

The case study shows that district-scale environmental report-
ing can continue when sensitive municipal data are shared only

k n Retention |Dk| Spearman ρ MAE

5 3,590 0.975 24 1.000 0.000
8 3,534 0.960 24 0.999 0.169

12 3,440 0.935 23 0.990 0.261
16 3,282 0.892 23 0.988 0.280
20 3,212 0.873 22 0.998 0.070

District Baseline n Released n Retention

Bankya 32 0 0.000
Pancharevo 52 32 0.615
Novi Iskar 57 38 0.667
Kremikovtsi 51 35 0.686
Ilinden 86 60 0.698
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through a bounded release. Here, measurable consequences
mean retained records, represented districts, subgroup cover-
age, equivalence-class sizes, and any distortion in released re-
porting outputs. These quantities complement, rather than re-
place, legal and organisational compliance checks: they make
visible what a selected privacy setting does to the intended ana-
lytical task.

Anonymity thresholds behave as practical design parameters.
Increasing k improves the minimum observed equivalence-
class size but reduces the number of retained records and rep-
resented districts. In this study, district mean PM2.5 summaries
remain highly stable on overlapping districts, with only small
changes in rank order and magnitude across the evaluated
thresholds. This stability should not be interpreted as preserva-
tion of complete reporting utility: stricter thresholds still reduce
cohort size, suppress some equivalence classes, and can remove
districts or subgroups from the released cohort.

The approach is transferable when three conditions hold: the
sensitive provider can prepare the release internally, the down-
stream task can be expressed at an agreed reporting geography,
and public spatial proxies plus curated environmental data are
sufficient for that geography. The numerical results themselves
are less transferable. Retention, suppressed districts, geocoding
success, and station assignment depend on local cohort compos-
ition, address quality, administrative geography, sensor density,
and the chosen k threshold.

Some limitations follow from these design choices. The study
covers one city and one reporting month, so seasonal pat-
terns and different cohort compositions remain to be tested.
The privacy claim is limited to k-anonymity over the declared
quasi-identifiers and does not provide differential-privacy guar-
antees or protection against all background-knowledge attacks.
Centroid linkage supports district reporting but should not
be interpreted as household-level exposure modelling. The
geocoding diagnostic is based on one sampled address set
and protocol, so its aggregate results should be interpreted as
protocol-specific rather than as general address-quality estim-
ates. Finally, the shared evaluation uses k = 5 as its lowest-
threshold reference rather than a complete unsuppressed cohort.
Future work will extend the evaluation with an internal aggreg-
ate comparison between the deduplicated complete-case cohort
and the k = 12 release without disclosing child-level records.
Such a comparison would quantify the effect of suppression
on child-weighted citywide PM proxies, represented-district
coverage, and age-group summaries. Extending the analysis
across multiple months will also help determine whether the
observed privacy–utility behaviour remains stable under sea-
sonal changes in cohort composition and sensor availability.

7. Conclusions

This paper presented a privacy-preserving data-sharing work-
flow for urban environmental analytics in which sensitive mu-
nicipal administrative records are not transferred to down-
stream analysts in raw form. Instead, the workflow combines a
municipality-produced cohort release, a curated citizen-sensing
air-quality product, and a consumer-side analytics pipeline that
generates district-level monthly indicators from approved in-
puts only.

The city-scale case study shows that this design can support
urban reporting under explicit disclosure control. At the eval-
uated operating point, the January 2025 release satisfies the

declared k-anonymity rule for district, age range, and kinder-
garten, while retaining 3,440 children from a deduplicated
baseline of 3,681. Across alternative anonymity thresholds,
stronger privacy protection reduces overall cohort retention and
district coverage. At the same time, district mean PM2.5 sum-
maries remain highly stable on the overlapping district set, with
Spearman ρ ≥ 0.988 for k ≥ 8 and MAE below 0.3 µg/m3.
The spatial diagnostic further shows that centroid-based link-
age sacrifices fine-grained precision but avoids dependence on
incomplete address-level geocoding for district reporting.

Together, these results suggest that privacy settings for muni-
cipal analytics can be selected and justified using measurable
privacy–utility consequences alongside legal and organisational
compliance requirements. Cohort retention, subgroup cover-
age, district representation, equivalence-class sizes, and output
stability provide a practical basis for evaluating whether a re-
lease remains fit for its intended reporting purpose.
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